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GALOIS FIELD MULTIPLIER SYSTEM

RELATED APPLICATIONS

This application claims priority from U.S. Provisional
Application Serial No. 60/334,662, filed on Nov. 30, 2001 to
Stein et al., entitled GF2-ALU. This application also claims
priority from U.S. Provisional Application Serial No.
60/334,510, entitled PARALLEL GALOIS FIELD MULTI-
PLIER filed Nov. 30, 2001 to Stein et al.

FIELD OF THE INVENTION

This invention relates to a Galois field multiplier system.

BACKGROUND OF THE INVENTION

Multiplication of polynomials with coefficients in Galois
fields (GF) is widely used in communication systems for
Reed Solomon (RS) coding and in advanced encryption
standards (AES). Galois field multiplication is difficult and
time consuming for traditional digital signal processors
(DSP) to perform. DSP’s are optimized for finite impulse
response (FIR) filtering and other multiply accumulate
(MAC) intensive operations, but do not efficiently process
Galois field types of operations. One approach uses straight
forward polynomial multiplication and division over the
Galois field using linear feedback shift registers (LFSR’s)
which process one bit at a time. This is a very slow process.
For example, in broadband communication for AES types of
applications, where the bit rate is up to 40 megabits per
second, there will be up to 5 million GF multiplications per
second (MPS) and each multiplication may require many
e.g. 60-100 operations. Another approach uses look-up
tables to perform the Galois field multiplication. Typically,
this approach requires 10-20 or more cycles which for 5 mps
results in a somewhat lower but still very large number of
operations e.g. 20x5=100 mps or more. Reed-Solomon
codes have been widely accepted as the preferred error
control coding scheme for broadband networks. A program-
mable implementation of a Reed-Solomon encoder and
decoder is an attractive solution as it offers the system
designer the unique flexibility to trade-off the data band-
width and the error correcting capability that is desired
based on the condition of the channel. The first step in
Reed-Solomon decoding is the computing of the syndromes.
The syndromes can be formally defined as Si=R mod G
where i=(0,1 . . . 15). The received code word may be
expressed in polynomial form as R=r, X* 14r, X2+ . . .
I_; Where the length of the received word is N. It can be
seen that computing the syndrome amounts to polynomial
evaluation over Galois field at the roots as defined by the j'*
power of the i"” root of the generator polynomial. For each
received word in the Reed-Solomon Algorithm there are
sixteen syndromes to be calculated which raise the opera-
tions by a factor of sixteen to 1.6 GIGA-operations per
second-not practical on current microprocessors. Using the
straight forward multiplication instead of the look-up tables
raises the operation rate to 6.4 GIGA-operations per second.
The need for Galois field multiplications is increasing dra-
matically with the expansion of the communications field
and the imposition of encryption requirements on the com-
munication data. This further complicates the matter
because each domain-error checking, encryption-needs
Galois field multiplication over a different Galois field
which requires different sets of look-up tables.

BRIEF SUMMARY OF THE INVENTION

It is therefore an object of this invention to provide a new
and improved Galois field multiplier system.
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2

It is a her object of this invention to provide such a new
and improved Galois field multiplier system which is much
faster than current look-up tables and linear feedback shift
registers (LFSR) implementations.

It is a further object of this invention to provide such a
new and improved Galois field multiplier system which
reduces the amount of storage required.

It is a further object of this invention to provide such a
new and improved Galois field multiplier system which
dramatically reduces the number of required operations per
second.

It is a further object of this invention to provide such a
new and improved Galois field multiplier system which can
reduce the required operation to a fraction of a cycle.

The invention results from the realization that a Galois
field multiplication can be effected by doing more then one
Galois field multiplication in a cycle in two steps: first, the
multiplication of the two polynomials with coefficients over
a Galois field to obtain their product, and second, the
division of their product by a predetermined irreducible
polynomial to obtain the modulo remainder and the further
realization that such a Galois field multiplication can be
achieved with a system that has a Galois field linear trans-
former circuit which responds to the multiplication product
to predict the modulo remainder and a storage circuit which
supplies to the Galois field linear transformer circuit a set of
coefficients for predicting the modulo remainder for a pre-
determined irreducible polynomial.

This invention features a Galois field multiplier system
including a multiplier circuit for multiplying two polyno-
mials with coefficients over a Galois field to obtain their
product and a Galois field linear transformer circuit respon-
sive to the multiplier circuit for predicting the modulo
remainder of the polynomial product for an irreducible
polynomial. A storage circuit supplies to the Galois field
linear transformer circuit a set of coefficients for predicting
the modulo remainder for a predetermined irreducible poly-
nomial.

In a preferred embodiment, the Galois field linear trans-
former circuit may divide the polynomial product by the
irreducible polynomial to obtain the modulo remainder. The
multiplier circuit may include an AND-logic circuit for each
term of the polynomial product to effect the Galois multi-
plication. The mulitplier circuit may include an exclusive
Or-logic circuit for each pair of terms in the polynomial
product to effect the Galois summation. The Galois field
linear transformer circuit may include a Galois field linear
transformer including a matrix responsive to a number of
input bits in one or more bit streams and having a plurality
of outputs for providing the Galois field linear transforma-
tion of those bits. The matrix may include a plurality of cells,
each cell including an exclusive OR-logic circuit and an
AND-logic circuit having an output connected to the exclu-
sive OR-logic circuit and an input connected to one of the
input bits. The Galois field linear transformer circuit may
include a plurality of Galois field transformer units and the
storage circuit may supply the coefficients in parallel to the
Galois field transformer units. The Galois field linear trans-
former circuit may include a plurality of storage units, one
associated with each of the Galois field linear transformer
units. Wherein the storage circuit provides an input to the
AND-logic circuit for setting the matrix to obtain a multi-
cycle Galois field linear transformation of the inputs in a
single cycle.

BRIEF DESCRIPTION OF THE DRAWINGS

Other objects, features and advantages will occur to those
skilled in the art from the following description of a pre-
ferred embodiment and the accompanying drawings, in
which:
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FIG. 1 is a schematic block diagram of a Galois field
multiplier system according to this invention;

FIG. 1A is a schematic diagram of Galois field linear
transformer unit of FIG. 1 showing the programming of its
cells and those of the associated storage cells to achieve the
predicted result;

FIG. 2 is a schematic diagram of a polynomial multiplier
cell that multiplies polynomials with coefficients in GF(2")
for the multiplier circuit of FIG. 1;

FIG. 3 is a schematic diagram of a storage device for the
storage circuit of FIG. 1;

FIG. 4 is a schematic diagram of a cell of the Galois field
linear transformer circuit of FIG. 1;

FIG. 4A is a schematic diagram of an alternative con-
struction of a Galois field linear transformer unit cell which
performs logical AND functions without a specific AND
gate;

FIG. 5 is a schematic diagram of a Galois field multiplier
system according to this invention associated with a digital
signal processor (DSP); and

FIG. 6 is a schematic block diagram of a Galois field
multiplier system according to this invention integrally
formed with GF arithmetic logic unit.

PREFERRED EMBODIMENT

A Galois field GF(n) is a set of elements on which two
binary operations can be performed. Addition and multipli-
cation must satisfy the commutative, associative and dis-
tributive laws. A field with a finite number of elements is a
finite field. An example of a binary field is the set {0,1}
under modulo 2 addition and modulo 2 multiplication and is
denoted GF(2). The modulo 2 addition and multiplication
operations are defined by the tables shown in the following
figure. The first row and the first column indicate the inputs
to the Galois field adder and multiplier. For e.g. 1+1=0 and
1*1=1.

Modulo 2 Addition (XOR)

+ 0 1

0 0 1

1 1 0
Modulo 2 Multiplication (AND)

0 1

0 0 0

1 0 1

In general, if p is any prime number then it can be shown
that GF(p) is a finite field with p elements and that GF(p™)
is an extension field with p™ elements. In addition, the
various elements of the field can be generated as various
powers of one field element, a, by raising it to different
powers. For example GF(256) has 256 elements which can
all be generated by raising the primitive element, ., to the
256 different powers.

In addition, polynomials whose coefficients are binary
belong to GF(2). A polynomial over GF(2) of degree m is
said to be irreducible if it is not divisible by any polynomial
over GF(2) of degree less than m but greater than zero. The
polynomial F(X)=X?+X+1 is an irreducible polynomial as it
is not divisible by either X or X+1. An irreducible polyno-
mial of degree m which divides X*™*+1, is known as a
primitive polynomial. For a given m, there may be more than
one primitive polynomial. An example of a primitive poly-
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nomial for m=8, which is often used in most communication
standards is F(X)=x®+x"+x’+x7+x+1.

Galois field addition is easy to implement in software, as
it is the same as modulo addition. For example, if 29 and 16
are two elements in GF(2%) then their addition is done
simply as an XOR operation as follows: 29(11101)$16
(10000)=13(01101).

Galois field multiplication on the other hand is a bit more
complicated as shown by the following example, which
computes all the elements of GF(2%), by repeated multipli-
cation of the primitive element a. To generate the field
elements for GF(2") a primitive polynomial G(x) of degree
m=4 is chosen as follows G(x)=X*+X+1. In order to make
the multiplication be modulo so that the results of the
multiplication are still elements of the field, any element that
has the fifth bit set is brought into a 4-bit result using the
following identity F(a)=at*+0+1=0. This identity is used
repeatedly to form the different elements of the field, by
setting a’=1+a. Thus the elements of the field can be
enumerated as follows:

10, 1, o, &2, &2, 140, a+a?, o2+0’, 1+a+e?, . . . 1407}
since o is the primitive element for GF(2) it can be set to
2 to generate the field elements of GF(2%) as {0,1,2,3,4,8,
3,6,7,12,11 . . . 9}.

It can be seen that Galois field polynomial multiplication
can be implemented in two basic steps. The first is a
calculation of the polynomial product c(x)=a(x)*b(x) which
is algebraically expanded, and like powers are collected
(addition corresponds to an XOR operation between the
corresponding terms) to give c(x).

For example c(x)=(ax>+a,x +a,x +a,)*(b;x>+b, x>+
b,x'4+by) C(x)=cxC+csx +c, X X +C,X+e, X +¢,, Where:

Chart I

Co=a,"by

c,=a,*b,Pa,*b,

Cy=2,"boPa,; *b,Day *b,

¢;=a;"bDa,*b,Pa, *b,Pay*b,

c,=a;*b,Pa,*b,Pa,*b,

cs=a5* b, Pa,*b,

Co=23"Dy

The second is the calculation of d(x)=c(x) modulo p(x).

To illustrate, multiplications are performed with the mul-
tiplication of polynomials modulo an irreducible polyno-
mial. For example: (if m(x)=x®+x"+x>+x+1)

{57}*{83}={c1} because,

First Step

K+ 2x+ D+ +x+D=xP sl oo Lo X
x7e)x5®x3 @xz P x
x6®x4®x2®x®x

=Pelleefere
x5®x4®x3®1

Second Step
B L A i

I modulo(x® +x* + P +x+ D =x" +x5+1

An improved Galois field multiplier system 10, FIG. 1
foreclosing on this approach includes a multiplier circuit 12
for multiplying two polynomials x,—x, in R1 register 14
with the polynomials y,—y, in RO register 16 with coeffi-
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cients over a Galois field to obtain their product. Multiplier
circuit 12 actually includes a plurality of multiplier cells
12a, 12b, 12¢ . . . 12n.

Each term includes an AND function as represented by an
* and each pair of terms are combined with a logical
exclusive OR as indicated by a @. This product as repre-
sented in Chart I is submitted to a Galois field linear
transformer circuit 18 which may include a number of
Galois field linear transformer units 18a, 18b, 18¢, . . . 18n
each composed of 15x8 cells 35, which respond to the
product produced by the multiplier circuit 12 to predict the
modulo remainder of the polynomial product for a prede-
termined irreducible polynomial. The x,, y, multiplication is
performed in unit 184, the x,, y, in unit 185, the x,, y, in unit
18c, and the x,,, y,, in unit 18x. The operation of this unique
Galois field linear transformer circuit and each of its trans-
former units is explained in U.S. Patent Application to Stein
et al. entitled GALOIS FIELD LINEAR TRANSFORMER
which is incorporated herein in its entirety by this reference.
Each of the Galois field linear transformer units predicts the
modulo remainder by dividing the polynomial product by an
irreducible polynomial. That irreducible polynomial maybe,
for example, anyone of those shown in Chart II.

Chart II

:GF(2Y)

0x3 (x+1)

:GF(2?)

0x7 (xP+x+1)

:GF(2%)

0xB (X+x+1)

0xD (x>+x7+1)
:GF(2%)

0x13 (x"+x+1)

0x19 (x"+x°+1)
:GF(2%)

0x25 (x°>+x°+1)

0x29 (x°>+x°+1)

Ox2F (x> +x3+x%4x+1)
0x37 (X°+x*+x%4x+1)
0x3B (xX+x*+x%+x+1)
0x3D (*+x*+x3+x%+1)
:GF(2%)

0x43 (x°+x+1)

0x5B (x°+x"+x7+x+1)
0x61 (x°+x°+1)

0x67 (X°+x°+x7+x+1)
0x6D (x°+x°+x3+x%+1)
0x73 (x°+x°+x*4x+1)
:GF(2")

0x83 (x"+x+1)

0x89 (x7+x°+1)

Ox8F (x +x>+x%+x+1)
0x91 (x7+x"+1)

0x9D (x7+x* x> +x%+1)
0xA7 (X +x°+x%+x+1)
0xAB (X +xX°+x°+x+1)
0xBY (X +x°+x*+x3+1)
OxBF (X +x°+x*4+x°+x%4x+1)
0xC1 (x"+x°+1)

O0xCB (X" +x°+x>+x+41)
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0xD3 (x"+x%+x*x+1)

OxE5 (xX7+x%+x°+x%+1)

0xF1 (x7+x°+x°+x*+1)

O0xF7 (X7 x5+ +x*+x24x+1)

OXFD (X7 4+x°4+x°+x* 4+ +x%+1)

:GF(2%)

0x11D (Bax*+x>+x7+1)

0x12B C+x°+x04x+1)

0x12D (x*+x°+x°+x°+1)

0x14D (P+x5+x°+x7+1)

0x15F (x®+x%+x x> 4x%+x+1)

0x163 (x®+x°+x°+x+1)

0x165 (x*+x54x°+x%+1)

0x169 (x*+x54+x°+x°+1)

0x171 (x®+x54x7+x*+1)

0x187 (xB+x"+x%+x+1)

0x18D (x*+x"+xX°+x°+1)

0x1A9 (x*+x+xX°+x°+1)

0x1C3 (x®+x7+x5+x+1)

0x1CF (x*+x+x° +x°+x74x+1)

O0x1E7 (x®*+x"+x°+x>+x7+x+1)

0x1F5 (C+x +x+x +x%+1)

The Galois field multiplier presented where GF(2%) is
capable of performing with all powers 2% and under as
shown in Chart II. For lower polynomials the coefficients at
higher than the chosen power will be zeros, e.g., if GF(2%)
is implemented coefficients between GF(2%) and GF(2°) will
be zero. Then the prediction won’t be made above that level.

For this particular example, the irreducible or primitive
polynomial 0x11D in group GF MUL 8 has been chosen. A
storage circuit 20 supplies to the Galois field linear trans-
former circuit a set of coefficients for predicting the modulo
remainder for that particular primitive or irreducible poly-
nomial. For a Galois field GF(2%) with primitive polynomial
0x1DD the storage circuit 20 produces the matrix setup
values as shown in FIG. 1A where each crossing of lines,
e.g., 22 represents a cell 35 of linear transformer units 184,
18b, . . . 18n. Each enlarged dot 24 indicates a cell which has
been enabled by the presence of a 1 in the associated storage
cell 26 in storage circuit 20. The programming of the storage
cells 26 of circuit 20 to provide the proper pattern of 1°s to
produce the prediction in one cycle of the modulo operation
of the irreducible polynomial is shown in column 28. The
matrix shown in FIG. 1A is an array of fifteen inputs and
eight outputs. Eight outputs represent one byte and the
fifteen inputs c;—c,, are one less than the modulo to keep the
results within the eight bit field.

An example of the GF multiplication according to this
invention occurs as follows:

Before GF( ) multiplication;
Polynomial 0x11d

After GF9( ) multiplication;
Polynomial 0x11d

45 23 00 Olh 45 23 00 0lh
GF() GF()

57 34 00 Olh 57 34 00 Olh

XX XX XX xxh 72 92 00 Olh

Each cell 29, FIG. 2, of the polynomial multiplier circuit
12 includes a number of AND gates 30, one for each term
of the polynomial product and an exclusive OR gate 32 one
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for each pair of terms in the polynomial product. AND gate
30 executes the multiplication while exclusive OR gate 32
effect the summation. Each cell 35 receives an input I from
the previous cell and provides an output to the next cell. The
first cell input is grounded. Each cell, 33, FIG. 3, of storage
circuit 20 includes a flip-flop 34 having a data, D, input, a
Wr, Clock, input, and a Q output, enable. Each cell of the
Galois field linear transformer circuit and each of the one or
more units of the Galois field linear transformer circuit
includes a cell 35, FIG. 4, having an AND gate 36 and an
exclusive OR gate 38. As also explained in U.S. Patent
Application entitled GALOIS FIELD LINEAR TRANS-
FORMER to Stein et al., filed Jan. 18, 2002, incorporated
herein in its entirety by this reference, in each of the cells 29,
33, and 35 the specific implementations shown are not a
limitation of the invention. For example the storage device
33 need not be implemented by a flip-flop, any other storage
device could be used. In FIGS. 2 and 4 cells 29 and 35
respectively need AND functions and exclusive OR
functions, but these may be performed in a number of
different ways not requiring a specific XOR gate or AND
gate as long as these are logic circuits that function in a
Boolean sense like an XOR gate and AND gate. For
example, the AND function can be achieved without a
specific AND gate using a 2:1 input multiplexor 37, FIG. 4A
which performs the AND function.

The Galois field linear transformer circuit 18 may be
implemented as a function unit within a programmable logic
device, such as a digital signal processor, DSP 40, FIG. §, or
a general purpose microprocessor realized as an integrated
circuit. This function unit is operated by a processor instruc-
tion that provides the unit with the appropriate operands on
buses 42 and 44. The data stream to and from the unit is
effected using the on-chip data registers 46 in a form in
which the Galois field linear transformer circuit 18 functions
as a part of the arithmetic logic unit 48 itself. This combi-
nation of the Galois field linear transformer circuit 18 and
the multiplier circuit 12 with the arithmetic logic unit 48
allows a more versatile function where the Galois field
multiplication system may be performed among other tra-
ditional operations enabling a wide range of different algo-
rithm implementations even beyond error checking and
encryption. The use of a single storage circuit 20 to set the
values in each of Galois field linear transformer units 184,
18b, . . . 18n, is advantageous for two reasons. It saves
hardware and it allows all of the values to be set in a single
cycle at one time in one operation. This is particularly useful
where there is a constraint on the input signal. For example,
when the input is limited to 32 bytes/cycle in which case it
would take a number of cycles to load each of the units
18418 in sequence, but nevertheless it is contemplated by
this invention that a separate storage device 20a, 20b,
20c, . . . 20n can be associated with each Galois field linear
transformer unit 18a, 18b, 18c¢, . . . 18n if desired. Beyond
being merely associated with an arithmetic logic unit, Galois
field linear transformer circuit 18, FIG. 6 may actually use
a portion of the arithmetic logic unit. That is, a portion 18'a,
18'b, 18'c, . . . 18'n may be formed by a portion 48'a, 48'b,
48'c, . . . 48'n of the arithmetic logic circuit 48'.
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Although specific features of the invention are shown in
some drawings and not in others, this is for convenience
only as each feature may be combined with any or all of the
other features in accordance with the invention. The words
“including”, “comprising”, “having”, and “with” as used
herein are to be interpreted broadly and comprehensively
and are not limited to any physical interconnection.
Moreover, any embodiments disclosed in the subject appli-
cation are not to be taken as the only possible embodiments.

Other embodiments will occur to those skilled in the art
and are within the following claims:

What is claimed is:

1. A Galois field multiplier system comprising:

a multiplier circuit for multiplying two polynomials with

coefficients over a Galois field to obtain their product;

a Galois field linear transformer circuit having a plurality

of cells and responsive to said multiplier circuit for
predicting the modulo remainder of the polynomial
product for an irreducible polynomial; and

a storage circuit configured to independently program

each of said cells for supplying to said Galois field
linear transformer circuit a set of coefficients for pre-
dicting the modulo remainder for a predetermined
irreducible polynomial.

2. The Galois field multiplier system of claim 1 in which
said Galois field linear transformer circuit divides said
polynomial product by said irreducible polynomial to obtain
said modulo remainder.

3. The Galois field multiplier system of claim 1 in which
said multiplier circuit includes and AND logic circuit for
each term of said polynomial product to effect a Galois
multiplier.

4. The Galois field multiplier system of claim 1 in which
said multiplier circuit includes an exclusive OR logic circuit
for each pair of terms in said polynomial product to effect a
Galois summation.

5. The Galois field multiplier system of claim 1 in which
said Galois field linear transformer circuit includes a matrix
responsive to a number of input bits in one or more bit
streams and having a plurality of outputs for providing the
Galois field linear transformation of those bits; said matrix
including a plurality of cells, each cell including an exclu-
sive OR logic circuit, an AND logic circuit having an output
connected to the exclusive OR logic circuit and an input
connected to one of said input bits, said storage circuit
providing said set of coefficients for setting the matrix to
obtain a multicycle Galois field linear transformation of the
inputs in a single cycle.

6. The Galois field multiplier system of claim 1 in which
said Galois field linear transformer includes a plurality of
Galois field transformer units and said storage circuit sup-
plies said coefficients in parallel to said Galois field trans-
former units.

7. The Galois field multiplier system of claim 1 in which
said Galois field linear transformer includes a plurality of
Galois field transformer units and said storage circuit
includes a plurality of storage units one associated with each
of said Galois field linear transformer units.



